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DETAILED ACTION 

1 . This action is in response to the original filing date of 10/02/2003. Claims 1-10 
are pending and have been considered below. 

Drawings 

2. Figure 1 should be designated by a legend such as -Prior Art- because only 
that which is old is illustrated. See MPEP § 608.02(g). Corrected drawings in 
compliance with 37 CFR 1 .121(d) are required in reply to the Office action to avoid 
abandonment of the application. The replacement sheet(s) should be labeled 
"Replacement Sheet" in the page header (as per 37 CFR 1.84(c)) so as not to obstruct 
any portion of the drawing figures. If the changes are not accepted by the examiner, the 
applicant will be notified and informed of any required corrective action in the next Office 
action. The objection to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claims 6-10 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. These claims are directed to software per se 
("integrated software"), lacking storage on a medium, which enables any underlying 
functionality to occur. 
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Claim Rejections -35USC§112 

5. Claims 1, 2, 3, and 6 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

Regarding to 1, 2, and 3, the phrase "said first integrated software/first integrated 
software" is unclear to Examiner as to whether Applicant refers to "integrated software" 
or to a different one, which called "first integrated software". Applicant is required to be 
more specific. 

Regarding to claim 6, the phrase "said software" is unclear to Examiner as to 
whether Applicant refers to "integrated software", "first software", "application software" 
or "verification software". Applicant is required to clarify. j p. . 

cL~ -7-1" ckjuU ^ a- r fi.J s-^r tU s*-* J^^. 

C/a/m Rejections • 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

4 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

7. Claims 1, 2, 4-7, 9, and 10 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Parkkinen (United States Patent No.: US 6,675,201 B1). 
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As per claim 1 : 

Parkkinen discloses a method for authenticating software downloaded in a 
terminal, said method comprising: 

- a step for authenticating by certificate said downloaded software by means of 
software integrated in said terminal ("after the terminal has downloaded the 
software, it checks the authenticity of the software in step 310 by 
calculating, similarly as at the server, the check sum of the downloaded 
software and the certificate attached to the software" Col 5, line 29-32), 
characterized in that it also comprises a step for authenticating by certificate, 
during execution of said downloaded software ("the terminal then decrypts 
the encrypted electronic signature attached to the software" Col 5, line 
33-34, this means, in order to decrypt the encrypted electronic 
signature, the software is executed), said first integrated software by 
means of an authentication software module associated with said 
downloaded software (it is inherent in Parkkinen's approach in order to 
perform the authenticating process). 
Note: Applicant recites the phrase "for" in the preamble and the body of the claim, 
which indicates intended use, as such does not carry patentable weight. The limitations 
following the phrase "for" describe only intended use but not necessarily required 
functionality of the claim. 
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As per claim 2 : 

Parkkinen discloses the method as in claim 1 above; and further discloses: 

- in which the first integrated software authenticates the downloaded software 
by means of an authentication library ("a collection means 206" Col 4, line 1) 
and a first certificate ("certificate attached to the software" Col 5, line 32), 
in which the first integrated software and the authentication library form a first 
part of write-protected memory (see FIG. 4 and texts which further 
expands their feature Col 5, line 44-65), and in which the downloaded 
software and the first certificate form a second part of the loadable memory 
(the certificate and the software is formed a second part of the loadable 
memory after they being downloaded to the terminal). 

As per claim 4 : 

Parkkinen discloses the method as in claim 1 above; and further discloses: 

- in which these two successive authentications take place on initialization (It is 
inherent in Parkkinen's approach since terminal calculates the 
checksum and certificate to compare the signature with the reference 
signature, Col 5, line 35-42). 

As per claim 5 : 



Parkkinen discloses the method as in claim 2 above; and further discloses: 
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- in which the second part is downloaded ("terminal has downloaded the 
software" Col 5, line 29, the second part includes downloaded software 
and the certificate embeds in the downloaded software). 

As per claim 6 : 

Parkkinen discloses the method as in claim 1 above; and further discloses: 

- integrated software comprising a first write-protected memory part, including 
first software ("the software needed by the terminal are stored into the 
memory" Col 4, line 44-45), an authentication library ("a collection means 
206" Col 4, line 1), and a second certificate (second certificate is inherent 
in Parkkinen's approach in order to perform the comparison), and a 
second memory part including application software ("the downloaded 
software" Col 5, line 32) , a first certificate ("the certificate attached to the 
software" Col 5, line 32) and verification software (terminal includes a 
software/program/module uses to check the authentication and 
signature attached to the software), for executing the steps of the method 
as claimed in claim 1 , when said software is executed on a computer (the 
authenticity is taking place at the terminal, therefore, the software is 
executed on the terminal/computer). 
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As per claim 7, 9, and 10 : 

Recite the same limitations as recited in claim 6, and therefore, have been 
addressed in connection with the rejection set forth to claim 6 above. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 3 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Parkkinen (United States Patent No.: US 6,675,201 B1). 

As per claim 3 : 

Parkkinen discloses the method as in claim 2 above; and further discloses: 

- in which the first part also includes a second certificate (It is inherent in 
order to perform comparison), in which the second part also includes 
verification software (terminal includes a software/program/module to 
verify the signatures). 

Parkkinen does not explicitly discloses: 

- in which once the downloaded software has been authenticated, the 
verification software authenticates the first integrated software by means of 
the authentication library and the second certificate. 
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However, it would have been obvious to one having one ordinary skill in the art at 
the time the invention was made to modify Parkkinen's step to include authenticating 
the first integrated software. One of ordinary skill in the art would have been motivated 
to perform this step because it helps preventing software downloading from a disturber. 

As per claim 8 : 

Recites the same limitations as recited in claim 6, and therefore, has been 
addressed in connection with the rejection set forth to claim 6 above. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Phillip H. Nguyen whose telephone number is (571) 
270-1070. The examiner can normally be reached on Monday - Thursday 10:00 AM - 
3:00 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Wei Y. Zhen can be reached on (571) 272-3708. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

PN 

02/01/2007 




